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1 Introduction

1

Introduction

o .5, Department of Health and Human Services
.

(& FDA Food and Drug Administration

The Title 21 Code of Federal Regulations Electronic Records; Electronic Signatures
of the U.S. Food and Drug Administration, known as 21 CFR Part 11 (see Annex
4.2), defines the requirements for using electronic documentation and signatures.
This rule, which has been in effect since 20 August, 1997, specifies in general how
the system components, controls, and procedures have to be designed to ensure
the reliability and authenticity of electronically stored records (see Section 11.1

(@)

Achieving and maintaining full compliance to this rule necessitates Standard
Operating Procedures (SOPs) that support and complement the functionality of
electronic systems, this means that no product alone can ensure compliance.
However, products with integrated functions supporting 21 CFR Part 11
requirements can make the task of achieving and maintaining full compliance with
the rule significantly easier.

The section 2 of this document describes in detail how the IC Net 2.2 software
makes compliance with the requirements much easier. Each relevant section of 21
CFR part 11 is listed together with the corresponding feature of IC Net 2.2. Section
3 describes thoroughly how to install, configure and use IC Net 2.2 for sustainable
compliance to 21 CFR Part 11.
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2

How "IC Net 2.2™" meets the
21 CFR Part 11 requirements

21 CFR 11.1 SCOPE

(a) The regulations in this part set forth the criteria under which the agency
considers electronic records, electronic signatures, and handwritten signatures
executed to electronic records to be trustworthy, reliable, and generally
equivalent to paper records and handwritten signatures executed on paper.

(b) This part applies to records in electronic form that are created, modified,
maintained, archived, retrieved, or transmitted, under any records requirements
set forth in agency regulations.

(e) Computer systems (including hardware and software), controls, and attendant
documentation maintained under this part shall be readily available for, and

subject to, FDA inspections.

The electronic records of IC Net 2.2 are described in Section 11.3 of this
document, which covers their creation, modification, maintenance, archiving, and
retrieval. The transmission of electronic records to agencies is discussed in
Section 11.2 (b).

With each IC Net 2.2 shipment Metrohm provides detailed user documentation and
certificates of software validation.

Metrohm stores copies of all versions of its software documentation and source
codes in multiple secure locations, including a fireproof vault. This documentation
includes product requirements, product specifications, design specifications,
project schedules, test plans, test results and validation documentation. All these
documents are produced for every release via the Metrohm Design Control
Procedure, which has been registered to ISO 9001 and is periodically audited. All
Metrohm documents and source codes are available for inspection by FDA at
Metrohm facilities.

To be prepared for a possible FDA audit, customers need to retain the following
documents at their facilities:

o Certificate of Software Validation (see Annex 4.1)

e (Completed Installation Qualification records (Metronm provides validation
documentation which helps to perform the 1Q; the software automatically
performs software 1Q tests to verify that program files are correctly installed,
and stores the results on the system)

e QOperational Qualification and Performance Qualification records for the
systems and methodologies used (Metrohm provides validation
documentation which helps to perform the OQ and PQ)

e Site-specific standard operating procedures for security and records
management
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{2, Metrohm 2 How "IC Net 2.2™" meets the 21 CFR Part 11 requirements

21 CFR 11.2 IMPLEMENTATION

(b) For records submitted to the agency, persons may use electronic records in
lieu of paper records or electronic signatures in lieu of traditional signatures, in
whole or in part, provided that:

(1) The requirements of this part are met; and

(2) The document or parts of a document to be submitted have been identified in
public docket No. 925-0251 as being the type of submission the agency accepts
in electronic form. This docket will identify specifically what types of documents
or parts of documents are acceptable for submission in electronic form without
paper records and the agency receiving unit(s) (e.g., specific center, office,
division, branch) to which such submissions may be made. Documents to
agency receiving unit(s) not specified in the public docket will not be considered
as official if they are submitted in electronic form; paper forms of such
documents will be considered as official and must accompany any electronic
records. Persons are expected to consult with the intended agency receiving unit
for details on how (e.g., method of transmission, media, file formats, and
technical protocols) and whether to proceed with the electronic submission.

As described in Section 11.3, IC Net 2.2 produces electronically sealed reports.
These are protected together with their root data and state the users who
electronically signed the records. IC Net 2.2 users can easily export copies of
electronic records in Portable Document Format (PDF) for submission to agency
units in accordance with FDA guidelines. These PDF report files faithfully preserve
the contents and formatting of the IC Net 2.2 reports and are protected against any
modification. Adobe Acrobat software (full version) or the pdffFactory Pro software
must be used to generate a PDF file (Figure 1) of the reports.

PDF oreated with FinePrint pdfFactory Pro trial version http:/fwww pdffactory com PDF created with FinePrint pdfFactory Pro trial version http:/www. pdffactory.com
Figure 1: IC Net 2.2 reports can be exported as PDF files for

convenient submission of results to regulatory agencies
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21 CFR 11.3 DEFINITIONS

(b) The following definitions of terms also apply to this part:

(4) Closed system means an environment in which system access is controlled
by persons who are responsible for the content of electronic records that are on
the system.

(5) Digital signature means an electronic signature based upon cryptographic
methods of originator authentication, computed by using a set of rules and a set
of parameters such that the identity of the signer and the integrity of the data can
be verified.

(6) Electronic record means any combination of text, graphics, data, audio,
pictorial or other information representation in digital form, that is created,
modified, maintained, archived, retrieved or distributed by a computer system.

IC Net 2.2 is normally implemented in a closed-system environment, where the
persons responsible for the records also control access to the system. These
persons include system administrators, who set up and maintain user accounts,
together with any other persons (such as laboratory managers) who have been
granted privileges to control access to IC Net 2.2 data storage locations. IC Net
2.2’s security system complements the security system of the chosen operating
system by providing control over specific ion-chromatography-related resources
and operations.

Digital signatures are implemented in IC Net 2.2 as described in Sections 11.50,
11.100, and 11.200.

With respect to 21 CFR 11, the primary electronic records in IC Net 2.2 are the
original chromatogram records. Each record has all of the information pertaining to
the analysis of a sample and contains the following items:

e Sample information (method assignment, sample ID, sample size, remark)

e Method information (method name, column, eluent, data processing, report
settings)

e System information (system name, device configuration, time program)
e Electronically signed original results

e Chromatogram audit trail (modification history, electronic signature
information)

After the end of a determination all the source data and settings required to
produce a report are automatically locked and the result record contents, the
operator’s identification and the current date and time are used to calculate a hash
code. A preview of the result report can be displayed. To add an electronic
signature (discussed in Section 11.50) to the chromatogram records the operator
is prompted to enter his or her user name, password and a meaning of the
signature. Once chromatogram records are signed they cannot be modified; if
anyone needs to alter the source data then the signature(s) must be removed by an
appropriate authority first.

To backup data IC Net 2.2 can also export the records mentioned above, both for
data recovery and/or for archiving purposes. The contents of this backup files
cannot be accessed outside of IC Net 2.2; the contents have to be restored into the
system before they can be read. Integrity issues are also discussed in Section
11.3 of this document.
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{2, Metrohm 2 How "IC Net 2.2™" meets the 21 CFR Part 11 requirements

The other type of electronic record stored by IC Net 2.2 is the Audit Trail for the
program history. In this Audit Trail all the actions performed in the IC Net window
are logged. This is a tool for tracking the login and user administration history.

21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS
(a) Validation of systems to ensure accuracy, reliability, consistent intended
performance, and the ability to discern invalid or altered records.

The validation of analytical systems generally includes installation qualification (IQ)
and operational qualification (OQ) of instruments and software, as well as ongoing
performance qualification (PQ). Metrohm offers a wide range of validation services
ranging from 1Q and OQ on-site tests performed by Metrohm service technicians up
to automated routines built into the software.

At the installation of IC Net 2.2 all the files and the type and status of the installation
are checked and a detailed installation log file is created in the installation directory;
this can be used for 1Q.

& InstallLog-20030311-121104.txt - Editor - O] x|
Datei Bearbeiten Formak 7

[ Met 2.2 i
Installed at [vyyy-MM-DD] [HH:MM:SS]: 2003-03-11 12:11:04 time zone: UTC +1
Installation directory: C:wProgramme MetrohmyIC ket 2.2

User: P. Klose

Company : mMetrohm AG

CPU: Pentium type or other

RAM @ 261ME

05 3.0

service Pack: 2

IC Met Compliant {with 21 CFrR 11 features)

Installation status:
successtully

Filelist:

Filerath version sizel[Byte] pate[y¥yvMmDD]  Time[HH:MM:s5]
C:wProgrammesInstallshield Installation Information{83FD3E99-F37E-4254-ADD3-45B0187EA1EG |
C:hwProgrammetInstallshield Installation Information’{83FD3E99-F37E-4254-ADD3-4 5E0LE7BALEGS |
C:vProgrammeiInstallshield Installation Information™{83FD3EY9-F376-4254-ADD3-45B0187BALEG |
C:wProgrammeiInstallshield Installation Information’{83FD3EY9-F376-4254-ADD3-45B0187BA1EG |
C:wProgrammesInstallshield Installation Information{83FD3E99-F37E-4254-ADD3-45B0187EA1EG |
v ProgrammesInstallshield tnstallation nformations{83FD3E99-F37E-4254-ADD3 -4 5B0187EBALEG |

C % ProgrammeimetrohmiIC Met 2. 2NUndinst.dl] 29694 1998506511 16:36:52
CNWINNTYSystem32hDrivershBOARDZ . SY5S F975 1995%08% 24 20:22:32
CNWINNTNSysTem32hDrivershBOARDL. SYS 69756 1995%08%24 20:22:10
C i WProgrammesMetrohmi IC Met 2. 2%IC MethDewicesWATCH. DEV 283 1995405829
W Programmeimetrohmi IC Met 2. 2%IC nMethwDewiceshwBiAS70S. dev 4a1 1598%11%12
C % ProgrammeimetrohmiIC Met 2. 2MNIC MethDewiceshwBiASTLE. dev 1455 20010105
CWProgrammeimetrohmiIC Met 2. 2MNIC MethDewiceshwBiDpl0lo. dewv 1388 19958408426
C i WProgrammeimetrohmiIC Met 2. 2MNIC Meth\DewicesWBIDADLI7.DEV 1643 1995406810
CWProgrammeiMetrohmiIC Met 2. 2%IC MethDewiceshEIP2200.DEV 970 19958411425
C W ProgrammetMetrohmhIC et 2. 2%IC mMethDewiceshwBIPZ250. DEV 891 1998407510
CWProgrammeiMetrohmhIC Net 2. 2MNIC NethDewiceshwBiRIBLZO. dew 724 19958411429
CWProgrammeiMetrohmiIC Net 2. 2MNIC MethDewicesnwBisdul. dew 4352 1995408426
C i WProgrammeiMetrohmiIC Met 2. 2%IC MethDewiceshEisdul. dew 5761 19958808426
<] | 2
Figure 2: Installation log of IC Net 2.2.

IC Net 2.2’s Audit Trail (discussed in detail in Section 11.10 (e)), tracks all
changes made to all data objects that are made within the application. The Audit
Tralil lists the time, date, affected data object, user name, messages and comments
for each event.

Data corruption due to defects or failure of storage devices or media, or to
deliberate attempts to modify signed records, are detected by IC Net 2.2 (see
Section 11.70).

Using "IC Net 2.2™" software to comply with 21 CFR Part 11/ 8.110.8273 Compliance white paper
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21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS

b) The ability to generate accurate and complete copies of records in both
human readable and electronic form suitable for inspection, review, and copying
by the agency.

IC Net 2.2 provides all the necessary functions for locating and viewing the
electronic records on the system and for generating complete, accurate paper and
electronic copies for agency submissions. Electronic copies can be produced in
Portable Document Format (PDF) as per agency guidelines; this is discussed in
Section 11.2.

21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS
c) Protection of records to enable their accurate and ready retrieval throughout
the records retention period.

IC Net 2.2 provides several layers of protection to ensure that accurate records can
be readily retrieved.

The foundation for record protection is a secure operating system that provides
positive user tracking and prevents unauthorized access to computers and files.
Metrohm recommends the use of Microsoft® Windows® 2000 or Windows® XP,
with the NTFS file system.

The next layer of protection is a secure file system with non-editable chromatogram
files. This ensures that even those users who have access to files at the operating
system level cannot read or modify records through means outside the secured
application.

In addition to the protection provided by the operating system, IC Net 2.2 also
provides a comprehensive, chromatography-oriented security system that controls
access to data; this is described further in Section 11.10 (d). This ensures that
only authorized users are able to access records and make changes; any such
changes are tracked by computer-generated audit trails as described in Section
11.10 (e).

Records can be electronically signed, which simultaneously locks them and
documents the signing authority, as described in Section 11.50.

Replacement of data is tracked by the Audit Trail.

The export tools included in IC Net 2.2 facilitate long-term record storage by an
external archiving system. All the relevant data for each determination, including
raw data, method, system, chromatogram Audit Trail and the results can be
exported manually or automatically.

21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS
d) Limiting system access to authorized individuals.

IC Net 2.2’s advanced security system supports three different security levels which
are designed to fit the chromatography workflow.

Every user is assigned to one of three access levels (Figure 3).

e Novice
Has restricted access to program functions; is only allowed to start and stop
determinations using existing system and method files and has manual control
over the devices. Madifications to the system, method and data files are not
allowed.

Using "IC Net 2.2™" software to comply with 21 CFR Part 11/ 8.110.8273 Compliance white paper
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e Master
Has access to all program functions with few exceptions: the user cannot set
Global preferences, open the Workplace window, change the hardware
settings of interfaces and devices, or change Security options.

e  Administrator
Has access to all program functions. This level should be switched on only
while installing the system or if the configuration is changed. The administrator
user is authorized to change the name, access level and status of all other
users.

Security options i |EI|5|

Uszer List I Password Options |

User | Full Name [ Lewel | Status |
pkl Peter Kloze Adrnivistral Active
labrnan Lab b anager Master Active
ops IC operator Movice Active :
Modify uzer |
Pazsword |

v 0K xtancell Apply | ;g Helpl

User I User : Iops
Full Mame : I Full Name : IIC operator
Lewel: | Administrator j Level: INUViCE j
Status Movic Status : IActive j
Administrator
Add] ¥ Cancel|
Figure 3: IC Net 2.2’s comprehensive, chromatography-specific

security system gives the System Administrator control over
each user’s access level and status.

IC Net 2.2's security system provides the user management capabilities most often
requested by system administrators:
e Easy maintenance of user administration (Figure 4).

e Users are identified by their User name and Full name throughout the software

(Figure 4).

e Password controls — such as minimum password length, password
uniqueness requirements and password validity limits — can be enforced
(Figure 5).

e User and password history logs are automatically maintained in the Audit Trail.

e Users can be automatically locked out after a preset number of failed login
attempts (Figure 5).

e Sessions can be automatically locked after a specified period of inactivity to
make sure that unauthorized people cannot access the system if an
authorized user fails to log out before leaving work (Figure 5).

Using "IC Net 2.2™" software to comply with 21 CFR Part 11/ 8.110.8273 Compliance white paper
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User: |ka

Full Mame : IF'eter Floze

Lewvel : IMaster j
Status : I.ﬂctive j
¥ Add % Cancel |
Figure 4: Users are identified by their User Name and Full name

throughout the software.

Security options i =100 |
User List ~ Password Options I

¥ Minimum Pazsward Length I 83:

¥ tasimum number of login attempts I 33:

[V Pazsword Yalidity | 3553: days
I 30 3:

[V Automatic Logout After minutes

XEancell Apply | ? Helpl

Figure 5: Security options for Login and Password protection can be
sel.

21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS

e) Use of secure, computer-generated, time-stamped audit trails to
independently record the date and time of operator entries and actions that
create, modify, or delete electronic records. Record changes shall not obscure
previously recorded information. Such audit trail documentation shall be retained
for a period at least as long as that required for the subject electronic records
and shall be available for agency review and copying.

IC Net 2.2 automatically tracks all operator entries and actions that create, modify,
or delete electronic records. It does this by maintaining secure, computer-
generated, time-stamped audit trails. The audit trails record the time and date of
each event together with the name of the operator involved. Changes to records
add new entries to the audit trails in such a way that previously recorded
information is not obscured. The system administrator has fine control over who is
allowed to make changes to data.

The Audit Trail keeps detailed records of all changes made to data objects and
electronic records in a IC Net 2.2 data source. It documents the creation and
modification of methods and sample entries. The recording of Audit Trail is enabled
with the installation of IC Net 2.2.

For each event the Audit Trail display (Figure 6) lists the type of event, the
corresponding time and date, event source, operator name, message and
comments.

Users are obliged to enter comments after changes made to methods in order to
ensure that their intentions are clearly documented.

However, in an unsecured operating system, it could be possible for a user to gain
access at the operating system level and delete or corrupt one of the files cited
above. Metrohm therefore recommends that regulated laboratories store all data on

Using "IC Net 2.2™" software to comply with 21 CFR Part 11/ 8.110.8273 Compliance white paper
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secured computers running Windows 2000 or Windows XP with the NTFS file
system.

IC Net 2.2 provides all the necessary functions for sorting, filtering and viewing all
the audit trails in the system and for exporting the audit trails at any time.

i History Audit Trail

Bl 8] Y x| 2|

= =]

Date Time LUser Item Walus
20030310 13535 pkl IC MethSecurity optionz', Pushed button:' Cancel '
2003.03.10 134515 pkl User List'Add User', Pushed button:''Cancel "'
20030310 134514 pkl IC MethSecurity optionztUszer Listh MODAL DIALOG: :Add User
2003.03.10 134514 pkl Security optionsUser Listh Pushed button:"Add user"
2003.02.10 13:44:30 pkl IC Meth MODAL DIALODG::Security options
2003.03.10 1344:30 pkl ‘Whale system Logaged in user:pkl
2003.03.10 13:43:48 phl IC Meth, MODAL DIALOG:IC Met
2003.03.10 1343:48 pkl ‘whale system Swystem locked:
2003.03.10 134336 pkl IC MetyUzer Information’ Pushed button: 0K **
2003.03.10 1342:54 pkl IC Meth MODAL DIALDG::ser Infarmation
2003.02.10 134254 pkl pkl SECURITY: The Password accourt fisld was chan
2003.03.10 134218 pkl IC Methhdd User MODAL DIALOG: :New Pazzward 1
2003.02.10 134218 pkl pkl The account was added :[Full Mame Peter Kloge") [IJ
2003.03.10 134216 IC Met'Add User', Pushed button:"4dd"
2003.03.10 1341:24 IC Meth MODAL DIALOG: :Add User
2003.03.10 13:40:47 ICMET Executable from: Feb 7 2003 17:14:19 244 200303101 3:40:47
1 [
4
Figure 6: IC Net 2.2’s Audit Trail tracks all changes to all data objects

21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS
(f) Use of operational system checks to enforce permitted sequencing of steps
and events, as appropriate.

IC Net 2.2 performs numerous error checks when instruments are configured and
when methods are defined and readied for execution. Any conflicts must be
resolved before the user is allowed to proceed.

21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS

(g) Use of authority checks to ensure that only authorized individuals can use the
system, electronically sign a record, access the operation or computer system
input or output device, alter a record, or perform the operation at hand.

As described under Section 11.10 (d), IC Net 2.2 provides a comprehensive, ion-
chromatography-specific security system that controls access to instruments and
data and also defines the types of operations that each class of user can perform.
As described under Section 11.50, IC Net 2.2 also controls who is authorized to
electronically sign chromatogram records.

21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS
(h) Use of device (e.g., terminal) checks to determine, as appropriate, the validity

of the source of data input or operational instruction.

Upon installation, IC Net 2.2 automatically performs a Software Installation
Qualification to verify that all software components are correctly installed. A report is
stored on the hard disk and can be printed out (see Figure 3). Password-controlled
logins, both at the operating system level and at the IC Net 2.2 level, are used to
prevent unauthorized access and to identify users, regardless of where they log in.

21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS

Using "IC Net 2.2™" software to comply with 21 CFR Part 11/ 8.110.8273 Compliance white paper
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(i) Determination that persons who develop, maintain, or use electronic
record/electronic signature systems have the education, training, and experience
to perform their assigned tasks.

Metrohm regularly provides appropriate training for its product developers, service
engineers, and support personnel. Records of training are maintained in
accordance with training policies that are registered to ISO 9001.

Metrohm provides on-site introductory training for users at the time of installation.
Additional training is recommended for laboratory managers and for support
personnel. System administrators should also attend an IC Net 2.2 course.

Off-site classes are regularly conducted in Metrohm field offices. Customized on-
site training courses are also available.

21 CFR 11.10 CONTROLS FOR CLOSED SYSTEMS

(k) Use of appropriate controls over systems documentation including:
(1) Adequate controls over the distribution of, access to, and use of
documentation for system operation and maintenance.

(2) Revision and change control procedures to maintain an audit trail that
documents time-sequenced development and modification of systems
documentation.

Metrohm supplies user documentation in printed form together with the software.
User documentation in electronic format is available from Metrohm on request.
Release notes providing a history of changes from release to release are provided
with the software.

21 CFR 11.50 SIGNATURE MANIFESTATIONS

(a) Signed electronic records shall contain information associated with the
signing that clearly indicates all of the following:

(1) The printed name of the signer;

(2) The date and time when the signature was executed; and,

(3) The meaning (such as review, approval, responsibility, or authorship)
associated with the signature.

(b) The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of this section shall
be subject to the same controls as for electronic records and shall be included
as part of any human readable form of the electronic record (such as electronic
display or printout).

IC Net 2.2's comprehensive implementation of electronic signatures provides all the
functionality required by Section 11.50, while satisfying laboratory workflow needs.

The individual signature password (identical to the login password) is defined for
each individual user. Functions such as minimum password length, password
uniqueness requirements, password age control, and password history are
supported for passwords (see Figure 5).

Applying electronic signatures to chromatogram records in IC Net 2.2 is a simple
and straightforward process. The operator chooses the relevant record and selects
the "Electronic signature" menu command. After having entered user name,
individual password and a meaning for the signature, the chromatogram can be
signed-off (see Figure 7).

Using "IC Net 2.2™" software to comply with 21 CFR Part 11/ 8.110.8273 Compliance white paper
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Electronic signature o ] 4
‘E:\Programme\Metrohm\lC Met 2 250 Met\DAT Ak 4271 440 chw

Mew data Action
User Mame : kal Sigr-off |
Pasaword : I ******** Revake |
[

Meaning : IApprovaI
v Close I Maodify meaning set | It |

Figure 7: The user applies the electronic signature to the
chromatogram by entering his/her user name, individual
password and a meaning of the signature.

21 CFR 11.70 SIGNATURE/RECORD LINKING.

Electronic signatures and handwritten signatures executed to electronic records
shall be linked to their respective electronic records to ensure that the signatures
cannot be excised, copied or otherwise transferred so as to falsify an electronic
record by ordinary means.

In IC Net 2.2, electronic signature data is stored as an integral part of signed-off
chromatogram records, in such a way that the signature data cannot be deleted,
copied, or otherwise transferred by ordinary means.

When chromatogram records are electronically signed, the chromatogram
contents, user information and signature time/date stamp are used to calculate a
unique hash code; this hash code is then stored together with the record contents
in an encrypted file that is locked to any modification within IC Net 2.2. If any
change is made to the file externally, the electronic signature is rendered invalid.
When opening a file IC Net 2.2 uses the chromatogram data and signoff information
to recalculate the unique hash code of the file and checks the integrity of the data.

21 CFR 11.100 GENERAL REQUIREMENTS.
(a) Each electronic signature shall be unique to one individual and shall not be

reused by, or reassigned to, anyone else.

IC Net 2.2’s electronic signatures are implemented by using a combination of the
user’s unique login name and a password. Because the software requires a unique
login name for each individual, each person’s signature combination is unique.

IC Net 2.2 maintains a history of passwords and prohibits the re-use of a password.
The System Administrator can require users to change passwords when they next
log in, and can set a validity period for passwords (Figure 5).

Using "IC Net 2.2™" software to comply with 21 CFR Part 11/ 8.110.8273 Compliance white paper
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21 CFR 11.200 ELECTRONIC SIGNATURE COMPONENTS AND
CONTROLS

(a) Electronic signatures that are not based upon biometrics shall:

(1) Employ at least two distinct identification components such as an
identification code and password.

(i) When an individual executes a series of signings during a single continuous
period of controlled system access, the first signing shall be executed using all
electronic signature components; subsequent signings shall be executed using
at least one electronic signature component that is only executable by, and
designed to be used only by, the individual.

(i) When an individual executes one or more signings not performed during a
single continuous period of controlled system access, each signing shall be
executed using all of the electronic signature components.

(2) Be used only by their genuine owners; and

(3) Be administered and executed to ensure that attempted use of an individual’s
electronic signature by anyone other than its genuine owner requires
collaboration of two or more individuals.

IC Net 2.2’s electronic signatures are implemented by using a combination of the
user’s unique login name and a password. The user must enter a user name and
password every time to electronically sign a record. Continuity of sessions can be
easily enforced through an option that automatically logs a user out if no system
activity is detected for a period whose length is specified in advance by the System
Administrator. These features satisfy the requirements of subsections (i) and (ii).

Because the user name is unique for each individual, each person’s signature
combination is unique and can only be used by its genuine owner. Of course,
system users must not reveal their passwords to anyone else; attempted use of the
signature by anyone other than the genuine owner would require the collaboration
of two or more individuals.

21 CFR 11.300 CONTROLS FOR IDENTIFICATION CODES/PASSWORDS
Persons who use electronic signatures based upon use of identification codes in
combination with passwords shall employ controls to ensure their security and
integrity. Such controls shall include:

a) Maintaining the uniqueness of each combined identification code and
password, such that no two individuals have the same combination of
identification code and password.

b) Ensuring that identification code and password issuances are periodically
checked, recalled, or revised, (e.g., to cover such events as password aging).

c) Following loss management procedures to electronically deauthorize lost,
stolen, missing, or otherwise potentially compromised tokens, cards, and other
devices that bear or generate identification code or password information, and to
issue temporary or permanent replacements using suitable, rigorous controls.

d) Use of transaction safeguards to prevent unauthorized use of passwords
and/or identification codes, and detect and report in an immediate and urgent
manner any attempts at their unauthorized use to the system security unit, and,
as appropriate, to organizational management.

e) Initial and periodic testing of devices, such as tokens or cards, that bear or
generate identification code or password information, to ensure that they function

properly and have not been altered in an unauthorized manner.

Using "IC Net 2.2™" software to comply with 21 CFR Part 11/ 8.110.8273 Compliance white paper



{2, Metrohm 2 How "IC Net 2.2™" meets the 21 CFR Part 11 requirements

As discussed under Sections 11.100 and 11.200, each person’s signature
combination is unique. IC Net 2.2 facilitates the administration of password
maintenance through controls such as minimum password length, password
validity limit and password re-use prevention (see Figure 5). The System
Administrator can use these controls to force users to change their passwords at
regular intervals to ensure new, unique expressions of a specified minimum length.
The System Administrator can also disable or remove any user if necessary (see
Figure 3).

Automatic account deactivation protects the software against systematic attempts
to breach the security system; this can be set to disable any account after a
specified number of failed login attempts.

All security-related events (user and group configuration changes, successful
logins, failed logins, and electronic signatures) are automatically tracked in the
Audit trail of the program history (see Figure 6) of IC Net 2.2’s Audit Trail. The
convenient sorting and filter options of the Audit Traill makes it easy for
Administrators to track and view particular events of interest.
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3

3.1

3.2

3.2.1

14

How to install and use the
program to be compliant with
21 CFR Part 11

Configuration of Windows 2000/XP

Since the operating system provides the basis for the ion chromatography software,
it is important to configure it properly for a 21 CFR Part 11 compliant system.

1.

Make sure the operating system Windows 2000 or Windows XP is working
with the NTFS file system on the drive where IC Net should be installed. For
detailed information see the manual of your operating system.

IC Net creates a Windows user with ‘power user’ rights that control the
access to the IC Net directories. To provide a secure system, the system
administrator has to make sure that only Windows users with user rights
inferior to a Windows ‘power user’ are working on the system.

Software installation

Installation of IC Net 2.2

1.

Install IC Net 2.2 from the installation CD and proceed according to the

installation wizard until the window Installation versions appears.
IC Net 2.7 Setup x|

£ Metrohm

Installation versions

Yersions to be installed:

I Met [without 21 CFR 11 features)
& |C Met Compliant [with 21 CFR 11 features)

IrstallShield

< Back | MNest > I Cancel |

Select the option IC Net Compliant (with 21 CFR 11 features) and click on <Next>.
Select the installation directory and click on <Next>. The "IC Net 2.2" program
will be installed. After the installation you have to restart the computer.

Check the installation log file (see Figure 3) InstallLog-date-...txt in the
installation directory of IC Net to verify that IC Net 2.2 has been successfully
installed.
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3.2.2 Installation of a PDF printer

For agency submission of electronic records the Portable Document Format (PDF)
is recommended. To create PDF files from the electronic records of IC Net a PDF
printer is required. On the Metrodata Software CD a trial version of the FinePrint
pdfFactory Pro (pdf printer) and the Acrobat reader (pdf viewer) are included.

1. Open the directory for the FinePrint pdfFactory Pro (...\PDFFACT)on the
Metrodata CD, select the directory for your language and for your operating

system.
[EX G:\PDFFACT'ENGLISH ,NTZ000XP P ] |

Datei  Bearbeiten  Ansicht  Faworiten  Extras 2 |

= Zurick + o= - | i@ suchen ||:|:_L|Ordner ) | FESLP il (i) | [Ed~

Adresse | ] GAPDFFACTIENGLISHYNT2000%P x| @wechseinzu

Ordner x

B3 METRODATA (G:) =l
2 el PFPROMT EXE
- 757
- 781
=1 763
{:I Fo0
{:I 7oz
-] ACROS
D BIN
-1 1chET
-1 IE4ENG
&1 IE4GER
=] PDFFACT
=] EneLIsH e
¢ 095 98 ME
S |1 T2000%P
- GERMAN
-] TINET2S
-] wADATA

B vESUYED =

1] | ;l_l

|1 Objekk{e) (Freier Speicherplatz: 0 Byte|1.26 ME |@l Arbeitsplatz 4

2. Double-click on the file PFPRONT.EXE to start the installation of FinePrint
pdfFactory Pro.

WinZip Self-Extractor - PFPRO3X.EXE

FinePrint pdfFactary Pro +1.43

Flease press the Setup button to begin installation.
Cancel |
About |

Click on <Setup> and confirm the installation procedure with <Yes>.
Restart the computer after the PDF printer driver installation.

5. If the Adobe Acrobat Reader program is not already installed on the
computer, open the directory for Adobe Acrobat Reader installation (ACRO5.)
and open the *.exe file.

The version of FinePrint pdfFactory Pro included on the Metrodata Software CD is a
trial version. If you intend to use FinePrint pdffFactory Pro as the PDF printer for IC
Net 2.2 please purchase the full version of FinePrint pdfFactory Pro .

ho
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3.3 Work with IC Net 2.2

3.3.1 First login

1. Openthe IC Net 2.2 program. When the system starts for the first time after
the software installation, the Add User window opens and a user with

Administrator access level is created.

Usger: ||

Full Mame : I

Lewvel : IAdministrator

I~]
Skatus IActive j

v Add % Cancel |

Enter User name and Full name of the first user. Click on <Add>.
Enter a password for IC Net 2.2 and click on <OK>. A password with at least 6
characters is required, for details see section security.

New Password

User Mame : kal

H

Mew Pagsword : I

Confirm new password : I

v o % Cancel |

At the first login after the installation of IC Net 2.2 not all security features of
the software are implemented. Close IC Net 2.2 and start it again to work
compliant.

3.3.2 Security

If IC Net 2.2 is installed with the option IC Net Compliant (with 21 CFR 11 features), all
settings in the software to comply with 21 CFR Part 11 are made automatically and
cannot be altered.

1.  Select Options/Global preferences to open the Global preferences window.

21X

Global preferences

*If raw data change, new file is forced

— D ata file ovenarite

& Hever ¥ 21 BFF Rait 11 On
O hake ¥ GLEOn

) Alwayst

Syztem face
’]_ Stacked recorder icons

—If method changed
€ Don't ask o save
sk to save

— 0K, Apply buttans mean:
¥ Save ohiect ta file

—IF dizk method is newer
& Ask to ovenarite
1 Ovenaite without asking

r— Chromatogram units

Flaw I mLismin > I
Fressure I MPa hd I

Lser comment
|]7 Frequire Comment on changes

[V Prirt via print zpaaler ‘

Opening chromatograms
[I' lgnare last data dirsctany

Default colors .. | f QK I

Aply | x Eancell 7 Helpl
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2. Select Options/Security.../Security options/Password options {0 open the Password

options window.

Security options

User List  Password Options |

¥ it Passward Length
¥ tagimum number of login attempts
¥ Passvord Yalidity

¥ Eutomatic Logout After

=10 ]

minutes

v Ok X Cancel |

Apply |

? Help |

3.3.3 User administration

1. Select Options/Security... t0 open the Security options window.

METROHM LTD

Chromatagraphy Control
and Data Acquizition Syztem

Yersion 2.2

Uszer Mame ||
Pazzword I

Lt |

Lagln |

2. User name and Password of an administrator are required to log into the

Security options window.

Security options

Uzer List I Pazzword Optiohs |

User I Full Mame

I Lewel I Status I

pkl Peter Kloze

Administral Active

=10 %]

Add user I
Idify wser I

Fassord |

v k|

¥ Cancel |

Apply |

? Help |

3. Click <Add user> to open the Add user window.

User: I

Full Wame : I

Level: |Administrator

=

Status : Hovics

Administrator

v Add|

¥ Cancel |

To create a new IC Net user enter User name, Full name and access Level of

the new IC Net user and click <Add>.
Create at least one more Administrator user as a backup and store the login
data for this user in a safe place.
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5. Repeat step 3 and 4 until all required IC Net users are created.
Security options i ;'E'il

Uzer List I Paszword Optiohs I

User I Full Mame I Level I Status |
pkl Peter Kloze Administral Active

labrnan Lab Manager I aster Active ﬂl
op Operator Movice Active i

adify Lser |
admin System Administrator | Administral Active Y

Eassiard |

v DEI mancell Apply | T Helpl

6. Click on <OK> to close the Security options window.

3.3.4 First login of new users

7. A new user that has been created in IC Net has to enter his user name at the
User Name and the Password entry field at the first login. Click on <Log In> to
close the Login window.

METROHM LTD

Chromatography Control
and D ata Acquizition System

Version 2.2

User Mame  |[ElIE

Logln I AL |

8. IC Net prompts to change the password, click <OK>.
' X

Firsk login
Flease change the password.

v oK

9. Enter a password for IC Net 2.2 and click on <OK>. A password with at least 6
characters is required, for details see section security.

MNew Password o

User Mame : IIabman j

Mew Password : |

Confirm new pazsword : I

v 0K ¥ Cancel
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3.3.5 Save Chromatogram

1.

Make sure that all chromatograms are saved in the .../DATA folder (or in one
of it’s subfolders) of IC Net to maintain secure and accurate data handling.
Check especially the chromatogram paths in the methods.

If the chromatogram data is stored outside the data folder of IC Net, the
system administrator/user has to take appropriate measures to ensure the
data security of these files, the integrity of this files is not longer supervised by
IC Net.

3.3.6 Sign chromatogram

1.

2,

3.

4,

Select File/Open/Chromatogram , select the chromatogram that is to be signed
and click <OK> to open the chromatogram

Select Process/Electronic signature t0 open the Electronic signature window.
Electronic signature Bl ;Iglil
‘E:\Programme\Metrohm\lC Met 2 250 Met\DAT Ak 4271 440 chw

Mew data Action
User Mame : kal Sigr-off |
Pasaword : I ******** Revake |
[

Meahing : IApprovaI

v Close I Maodify meaning set | It |

Enter User Name, Password and choose a meaning for the signature. Click
<Sign-off>. Once a chromatogram is signed, it cannot be altered.
Click <Info> to see the signatures applied to a chromatogram.

3.3.7 Audit Trails

1.

2,

Select Options/Audit Trail/Chromatogram Or Options/Audit Trail/History to open the
Audit Trails of a chromatogram or the IC Net history, see Figure 6.

To display the information of interest, use the convenient filter and sort
options of the Audit Trail window, for detailed information see the software
manual or the on-line help of IC Net.

Using "IC Net 2.2™" software to comply with 21 CFR Part 11/ 8.110.8273 Compliance white paper
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[, Metrohm

3.3.8

Create secure PDF reports

1.
2,

Configure Fine Print pdfFactory Pro as standard printer of Windows.

Open the Report options window with Process/Make report..., if you would like to
create a report of a existing chromatogram, or Method/Report options..., t0 set
the report options of a method.

Check Printer as the Report destination in the Report options window.

Report options E ﬂil
— Itemz to report — Report destination
¥ General [~ Screen ¥ Printer [~ File [ Previewl
¥ Sample — Peak table
¥ Column Guantifization methad: IEustom j
¥ Elent Standard companent: lﬁ

Concentration of std: I‘I an
Tatal % for normalization: |1 L]

¥ Chromatogram plat

[v Peak table Prirting order: IBy peaks 'I
[~ Commert <<Customize | ¥ Report all peaks [ Groups

— Mare items to report Template: | English.rt j

Acquisit
e Separator: ISpace 'l Tah zize: IB_
[ Integration

_— — File autput aption:
™ Calibration defaults Ditectory: Browse, I Name:
I Comparent tabile [E:ProgrammestetrabimtIT Het I
[ Calibration results Mode: 1% Cuenrite ) Append
[" Charinel table Character set: % “w/indows  Dos
I [mulilCharne ratio Custarn program: |
Page... | Repart | Accept I x Cancell ? Helpl

Click on <Preview> to display a preview of the report.
Click on <Accept> to accept the setting and close the window without
printing.

Click on <Report> to print the PDF file of the report.

Fine Print pdfFactory Pro shows a preview of the PDF file.

iig#pdfFactory Pro : Report {2 pages, 14 KB)

Preview I Faonts I Doclnfol Securityl Linksz I Bookmarksl Settingsl About I

i =

=l
VienPDF | Save. Send. | Hep |
[page 1 of 2 [Letter, Portrait- 8.5 % 11 inches [zoomiz7ee [14vE [POF1z (B .
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8. Click the tab Doc Info and fill the required fields.

iig#pdfFactory Pro : Report (2 pages, 14 KB) 101 =l

Previewl Fomtz  Doc Info I Securityl Links I Bookmalksl Settingsl About I

Title: I

Subject: I

Author: kal

Kevwords: I

ViewPDF | Save. |  Gend. | Hep |

[page Lof 2 [Letter, Portrait - 8.5 x 11 inches [zoom: 372 |14k [POF1z (B 4
9. Click the tab security and check the options shown to create a secure PDF

document that cannot be altered.
g pdfFactory Pro : Report (2 pages, 14 KB) : B ] 51

Previewl Foritz I Do Info - Security | Links I Bookmalksl Settingsl About I

— Security zetting

@ Jow (40-bit: Acrobat 30 and sbove)
" hjgh [128-bit: Acrobat 5.0 and above)

Do not allow ugers to:
[ view document without this password:

canfirm password:

¥ copy test and graphics from document
[ print docurnent

[V change document
v add or change comments and form figlds in document

vewPDF | Save. |  Send. | Hep |

|page Lof 2 [Letter, Portrait - 8.5 x 11 inches [zoomiz7ee 14k [POF12z [B 4
10. Click <save> and enter directory and file name for the PDF report.
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4

4.1

Annex

Declaration of conformity

Declaration of Conformity ,@,Me‘"o‘lm

Software Validation Metrohm Ltd.
CH-9101 Herisau
Switzerland
forthe PC program
Metrodata G Net 2.2 Tel. +4171 3538585
: Fax +41 713538901

www.metrohm.com

Description

IC Net 2.2 is a data acquisition and control software for PC-controlled ion chromatographic systems
consisting of Metrohm and Bischoff instruments. IC Net 2.2 can be used in an environment that is
compatible with FDA 21 CFR Part 11 (with Windows™ 2000 or XP).

IC Net 2.2 can be used for recording and evaluating chromatograms. Time programs can also be cre-
ated in which a large number of instrument functions can be triggered for each program step. Itis also
possible to use programmable signals to control extemal instruments.

The operating software meets all the requirements demanded from a modem integration software:
single or multi-point calibration, intemal or external standard, selectable algorithms for non-linear cali-
bration, various integration modes with integration parameters and integration events, different meth-
ods for peak recognition, peak editor, free scaling, superimposing of chromatograms, statistics func-
tions, use of sample tables and batch reprocessing plus a powerful, GLP-compliant report generator
with output interfaces for menitor, printer and extemal databases.

The independent Autodatabase PC program included can be usedto save in a database and handle
results and chromategrams produced by the IC Metrodata programs. With Autodatabase, data can be
sorted, filtered and searched applying different criteria. In addition, data and curves can be printed out
according to user-defined report templates.

The above software was developed in accordance with the requirements of the 150 9001 quality sys-
tem regarding the design, testing and servicing of Metrodata software. The relevant procedures are
described in the attached document «Project procedure for creating Metrodata software».

The technical specifications are documented in the Software Manual.

The software was validated with respect to functionality, analytical performance and accuracy of re-
sults. The software functions are documented in the Software Manual.

Herisau, 24 February 2003

~ Gaety, A fean

Dr. J. Frank Ch. Buchmann
Development Manager Production and
Quality Assurance Manager

IC Net 2.2 — Declaration of Conformity — 2003-03-12 1111
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4.2 Reference

o Title 21 Code of Federal Regulations Part 11 (21 CFR Part 11) Electronic
Records, Electronic Signatures, Final Rule;
Department of Health and Human Services, Food and Drug Administration;
March 20, 1997
http://www.fda.gov/ora/compliance_ref/part11/FRs/background/pt11finr.pdf

Thursda
Mareh 20, 1997

Part 1l

Department of
Health and Human
Services

Food and Drug Administration

21 CFR Part 11

Electronic Records; Electronic Signatures;
Final Rule

Electronic Submissions; Establishment of
Public Docket: Notice

13429
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